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Offering a simple and virtuall impossible to

spoof user experience, our biometric

verification upholds the highest quality

assurance standards for our partners.

Extending from face comparison

technologies, passive liveness detection

provides customers with additional security

against all aspects of identity fraud, while

providing an easy experience for all

consumers - regardless of their preferred

channel.

Our solution relies on AI-powered User

Behavior Analytics (UBA) and known fraud 

metrics. UBA is based on the premise that

human beings have distinct patterns of

behavior and identifying any deviations in

these patterns can point to criminal intent.

The combination of AZN Fraud score and ID

Document Verification during the Customer

Due Diligence check assists financial

institutions in meeting Anti-Money Laundering

(AML), Know Your Customer (KYC) and

Counter Terrorist Financing (CTF) compliance

requirements, as well as reducing the risk of

fraud.
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Onboarding Antifraud
Suite

SIMPLE  EXPERIENCE,  PROVEN

TECHNOLOGY.

AZN Antifraud Suite helps financial

institutions to mitigate challenges

associated with meeting KYC, AML

and CFT compliance during digital

client onboarding process.
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Simplified Due Diligence (“SDD”)

Basic Customer Due Diligence (“CDD”)

Enhanced DueDiligence (“EDD”)

The combination of AZN Fraud score and ID Document

Verification during the Customer Due Diligence check

assists financial institutions in meeting Anti-Money

Laundering (AML), Know Your Customer (KYC) and Counter

Terrorist Financing (CTF) compliance requirements, as well

as reducing the risk of fraud. 

Our solution also assists with determination if data provided

during the onboarding process crosses the threshold for

Ultimate Beneficial Owners (UBO) reporting. Our country-

specific, configurable antifraud metrics allows our clients to

set requirements for each country they operate in:

Autonomous Defense
technology

Our solution relies on AI-powered

User Behavior Analytics (UBA) and

known fraud metrics. UBA is based on

the premise that human beings have

distinct patterns of behavior, and

identifying any deviations in these

patterns can point to criminal intent.



Most solutions on the market today limit their

capabilities to using facial recognition to

evaluate uploaded documents for visual

manipulations and determine the likelihood

that the faces on those documents belong to

the same person.
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Digital ID Verification
and Forgery
Detection Process

Detect one or more human faces

along with attributes such as age,

emotion, gender, pose, smile, and

facial hair, including 27 landmarks for

each face in the image.

FACIAL  RECOGNIT ION

Compare the likelihood that two

faces belong to the same person;

such as selfie and uploaded ID

document based on confidence

score.

FACE  VERIF ICATION

Match an individual to up to 1

million people stored in your private

repository.

PERSONAL  IDENTIF ICATION

Machine Readable Zone (MRZ)

code to identify a document’s

holder, as well as assess its

validity and detect tampering

with checksum warning visual

intensifiers.

MRZ  VALIDATION

Indicates the ‘data consistency’

section, with warning flags next to the

inconsistent information.

ID  DOCUMENT  CONSISTENCY

Optical font recognition and its

manipulation detection for ID

forgery detection

DIGITAL  AND  PHYSICAL

TAMPERING  DETECTION

Evaluation and fraud assessment of Digital footprint (digital shadow) the unique set of

traceable digital activities, actions, contributions and communications manifested on

the Internet or on digital devices such as social media.

DIGITAL  FOOTPRINT



Reply directly to customers from FM center
Have private internal discussions

Keep conversations tied to feedback
Increase productivity with Rapid Response Templates

Forward feedbacks to designated resolvers supervisors
Automated escalated mediation to supervisors

Review engagement exit scores

FEEDBACK MEDIATION

QoS standard assurance
Real-time benchmark monitoring

Real-time performance alerts
Adaptive process logic

Technology adverse effect prevention
Service engagement exist surveys

REAL-TIME MONITORING

Active data harvesting
AI-powered behavioral analysis

Fraud detection
Bot detection

Adaptive fraud metrics
NPS manipulation prevention

FRAUD PREVENTION

Predictive logic
Trend formation and analysis

Market analysis
Customer satisfaction active metrics

Brand loyalty predictive analysis
Individual Performance KPIs

ADVANCED ANALYTICS
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